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cveryone should not have access to everything.
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Only permitting authorized users to access a resource
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Real World . Digrtal Worla
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» What you have

» What you are




PASSWORDS

More than |5 usernames More than 150 saved passwords
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Dedicated apps




HARDWARE [OKENS

Smartphone

Portable Computer
- D

Second Factor Hardware Credential
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Fingerprint Voice Recognition
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HOW PASSWORDS FAIL
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https://xkcd.com/538/

JA CRYPTO NERD'S

IMAGINATION &

HIS LAPTOPS ENCRYPTED.
LETS BUILD A MILLION-DOULAR,
CLUSTER To CRACK \T

NO GooD! TS
MO% -BIT RSA‘
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-I WHAT WOULD

ACTUALLY HAPPEN:

H'S LAPTOP'S ENCRYPTED.
DRUG HIM AND HIT HIM WITH

THIS $5 WRENCH UNTIL
HE mus U5 THE. PASSWORD.

GOT IT,
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HOW 2FA WORKS
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HOW 2FA WORKS
(BETTER SOLUTION)
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New reverse proxy tool posted on Github can easily bypass
2FA and automate phishing attacks

The tool can bypass traditional 2FA, but doesnt work against the newer U2F standard

By William Gayde on January 16, 2019, 3:44 PM

https://www.techspot.com/news/78292-new-reverse-proxy-tool-posted-github-can-easily.html



https://www.techspot.com/news/78292-new-reverse-proxy-tool-posted-github-can-easily.html
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HOW TOKENS FAIL




Yubico recalls FIPS Yubikey tokens
after tlaw found

17 JUN 2019 (R

https://nakedsecurity.sophos.com/2019/06/17/yubico-recalls-fips-yubikey-tokens-after-flaw-found/
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HOW BIOMETRICS WORK
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Malaysia car thieves steal finger

By Jonathan Kent
BBC News, Kuala Lumpur

Police in Malaysia are hunting for members of a violent
gang who chopped off a car owner's finger to get round
the vehicle's hi-tech security system.

http://mews.bbc.co.uk/2/hi/asia-pacific/4396831 .stm



http://news.bbc.co.uk/2/hi/asia-pacific/4396831.stm

SECURITY
VS
USABILITY
Vo
COST



FINDING THE RIGHT FH T

Value of Asset

Security
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User Burden

Security
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User Burden

Security
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Implementation
Cost

Security
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TREFRUBLER

[ here are too many options
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