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WHO A1

» Chad Spensky (Professional)

F D) Student

E L Omputer Security Researcher

* Founder of Allthenticate




WHO A1

» Chad Spensky (Social)

» Beach Volleyball Player

» Country Music Enthusiast

§ ed C hicken Connolsseur
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» Shortman (Online)
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| should have access to some things, and not others
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My Bank Account Your Bank Account
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AU IHENTICATION

Convincing a digital entity that | am me
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AU IHENTICATION

Convincing a digital entity that | am me

authorized




AU IHENTICATION

Only permitting authorized users to access a resource




AU IHENTICATION

Real VWorld . Digrital World
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* VWhat you know @
* What you have "
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» What you are




WHAI YOU KNOW

A Secret Personal Details

RERERRRE




YWHAI YOU HAVE
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VAT YOU ARE
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- Know: Always with you @

 Have: Nlo mental burden

* Are: ust be yourself
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» Know: You must remember It. always. @

Y

- Have: You must always have It

» Are:\What If you temporarily change! (e.g., cold or injury) %
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» Know:You must be better than a computer: @

£

- Have:\What If it gets stolen?

* Are:You can never share or revoke who you are. %



Enter Windows Password

Type a name to identify yourself to Windows. Enter a
password if you want to.

Tip: If you don't enter a password, you won't get this
prompt again at startup.
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Cancel

ser name: [I

Password: I
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AOL instant Messenger

RRRRRREK

RERRRRRER

1990s

hﬁ
hotmail

The
World's
FREE
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“Who Shoeld Sign Up?
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Enter Windows Password

Type a name to identify yourself to Windows. Enter a
password if you want to.

Tip: If you don't enter a password, you won't get this
prompt again at startup.

oK

Cancel

ser name: [I

Password: I

FRASOVVOUIRLIS

AOL instant Messenger

RERRRRRER

1990s

‘@

hotmail

The
World's
FREE
Web-Based
Email

Logdn Newre Pasaword

. | vawrs . Ne f reoenes 0 My vy
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Enter Windows Password (2] X Logn Newre Pasaword

. | vawrs . Ne f reoenes 0 My vy

Type a name to identify yourself to Windows. Enter a 0K,
password if you want to.

A )

hotmail

Tip: If you don't enter a password, you won't get this Cancel
prompt again at startup.

ser name: [I

AOL instant Messenger

Password: |

Who Shoeld Sign Up?

The Sign Up Here!
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Enter Windows Password (2] X Logn Newre Pasaword

. | vawrs . Ne f reoenes 0 My vy

Type a name to identify yourself to Windows. Enter a 0K,
password if you want to.

A )

hotmail

Tip: If you don't enter a password, you won't get this Cancel
prompt again at startup.

ser name: [I

AOL instant Messenger

Password: |
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The Sign Up Here!
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FROSVYVUIRILD

» Attackers were blinding guessing or cracking offline credentials

» Stronger passwords are harder to guess/crack




FROSVYVUIRILD

More than |15 usernames More than 150 saved passwords




FROSVYVUIRILD

» Attackers are phishing users to steal the credential outright

» Password strength I1s completely irrelevant

Today



HARDWARE [OKENS

Second Factor Hardware Credential Portable Computer

L D
o




HARDWARE [OKENS

» Attackers can still phish second factors

» Most hardware credentials can be outright stolen



BIOME FRICS

Fingerprint Voice Recognition FacelD
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Fingerprint Voice Recognition FacelD




BIOME FRICS

» Easily accessible (e.g., pictures, recordings, or fingerprints)

P L ice replicated, are gone forever



FINDING [THE RIGHT FH T

Value of Asset

Security Requirements



FINDING [THE RIGHT FH T

User Burden

Security



FINDING [THE RIGHT FH T

User Burden

Securrty



FINDING [THE RIGHT FH T

Implementation
Cost

Security



FINDING [THE RIGHT FH T

Implementation Cost

Securrty
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[ here are too many options
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Mt INEED FLEXIDIE TS
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